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CRA Introduction
- New Legislative Framework
- In Force since Dec 10, 2024
- In Application in Stages 
- In Full application by Dec 11, 2027

More? 
I wrote a book about it:
Manufacturing European Compliance



Products, not services!
The Market!
What about Open Source?!!!



Declaration of Conformity
Presentation of Mark
User Handbook (translated)
Technical Documentation
SBOM (top level)
Cybersecurity Risk Assessment
Evidence
Retention period



EU Standardisation Request



Harmonised Standards
- Optional!!!
- Important I, II, Critical
- Modules A, B+C, H
- Presumption of Conformity



Browser Standard
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Structure

1. Scope
2. References
3. Definitions
4. Architecture, use cases
5. Requirements – NORMATIVE
6. Assessments – NORMATIVE



Commission Implementing Regulation (EU) 
2025/2392 of 28 November 2025

1. Scope is given to us
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References

2.1 Normative references
Restricted to ISO, ITU, IEC
plus the European Standards Organizations ETSI, CEN, CENELEC
* EAA got an exception for WCAG

2.2 Informative references
Can be to anything, including lowly industry standards
Cannot form the basis for a normative requirement or 
assessment of conformity

Why: Legal documents require a solid basis
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11Why: Risk analysis informed by impact
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12Why: Identify relevant risks and mitigations
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13Normative!
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Browser requirement categories:
● Origin Isolation
● Extensions
● Encryption
● Logging and crash reporting
● Updates
● Protocol handlers
● System access and isolation
● Embedded browsers
● Remote Data Processing Systems
● Derived browsers

Normative!
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15Normative!

…



No clause is written in stone.

All may be improved based on 
industry expertise.
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What’s next?
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- Outreach
- Improve engagement with browsers and security community

- Changes based on feedback
- from European Commission on drafts
- from enhanced outreach

- Continue refining text
- “cross-verticals” sharing requirements (e.g., encryption) and structure
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Timeline
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• March 31, 2026 (or preferably February 28):
Full complete draft due

• During the next several months:
Several rounds of review (which you can participate in)
And resulting edits, and more review

• October 30, 2026:
‘s deadline for adoption by ETSI

• In the following months:
Standard reviewed by EC for full approval

• December 11, 2027:
CRA takes full effect

Why: Give manufacturers time to prepare
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Please, get involved!
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• Review the draft and file issues:
https://labs.etsi.org/rep/stan4cra/en-304-617
• Feel free to suggest text or other concrete things

• Join ETSI and participate in the committee
• Free involvement for open source projects

• Email me for help getting started, to complain, etc. 
• dan@crabnebula.dev

Why: This will impact browsers
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Cyber Resilience Act

Browser Specification

File issues

https://eur-lex.europa.eu/eli/reg/2024/2847/oj/eng
https://docbox.etsi.org/CYBER/EUSR/Open/EN-304-617_V0.1.0_2025-12-23_Browsers_Mature-draft.pdf
https://labs.etsi.org/rep/stan4cra/en-304-617/-/issues


Q&A
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Thank you for your attention

Follow us on: 22


